U.S. Department of Justice 

Office of Information Policy 



Telephone: (202) 514-3642 Washington, D.C. 20530 

MAR 1 9 2009 

Ms. Marcia Hofmann 

Electronic Frontier Foundation Re: AG/09-R0352 

454 Shotwell Street DAG/09-R0353 

San Francisco, CA 94110-1914 CLM:VRB:MMC 

Dear Ms. Hofmann: 

While processing your Freedom of Information Act (FOIA) request dated September 22, 
2006, for specific records pertaining to the application of the pen register and trap and trace 
statute (18 U.S.C. §§ 3121-3127), the Criminal Division referred four documents, totaling 
fourteen pages, to this Office for processing and direct response to you. For your information, 
these documents were received by this Office on February 6, 2009. This response is made on 
behalf of the Offices of the Attorney General and Deputy Attorney General. 

In your initial request letter you sought I) applications made by United States Attorneys to 
federal courts to acquire post-cut-through dialed digits during telephone surveillance; 2) 
applications made by United States Attorneys to federal courts to acquire Uniform Resource 
Locators (URLs) during internet surveillance; 3) inquiries, and responses to those inquiries, made 
to the Department’s Office of Enforcement Operations or Computer Crime and Intellectual 
Property Section regarding what constitutes “content” under the statute; 4) guidance issued by the 
Department to United States Attorneys as to what constitutes “content” for the purposes of the 
statute; and, 5) reports of apparent misconduct submitted to the Office of Professional 
Responsibility with regard to the collection of “content” under the statute. 

Upon review of the documents referred by the Criminal Division, I have determined that 
three documents, totaling twelve pages, are not responsive to the enumerated items of your 
request. For your information, these documents concern proposals concerning internal 
consultation procedures and the delegation of authority with respect to the use of pen registers and 
trap and trace devices. These documents do not provide formal guidance or interpretations of the 
meaning of “content” under the statute. The final document, totaling two pages, is an undated and 
unsigned draft version of a document that appears in the electronic Reading Room of the Office of 
the Deputy Attorney General. In order to be of assistance I am providing you with a courtesy copy 
of this document, which is available at htto://www.usdoi.gov/dag/readingrooin/dag foial .htm . 

If you are not satisfied my response concerning the documents referred to this Office by 
the Criminal Division, you may administratively appeal by writing to the Director, Office of 
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Information Policy, United States Department of Justice, Suite 11050, 1425 New York Avenue, 
NW, Washington, DC 20530-0001, within sixty days from the date of this letter. Both the letter 
and the envelope should be clearly marked “Freedom of Information Act Appeal.” 

Sincerely, 



Chief of Staff 

Enclosure 



t 


<®ffitc of % Deputy JrUtonlfii general 

.«.«. ttm 


February 6, 2003 
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THE QRttrrr aTTUHNW general 


Untied States -Manual Stiff 

Exeetifive-Ofliei! fcVUnuiidiStates Attorneys 



SUBJECT: 




AFFECTS-- All Tides with tSintuiat Prosecutions 

(Titles 3.4. 5.6.*$; 9) ; 

Tilts Ii»Uo«(n«uceatoa anew section, 9-7.SQ0-(l , i«tr CtotmltiafoateitH die^^alar 
Crime and }jiiicdttt^nri. l Pro(KTTSix^n o^lh^ Criirttftaf'G'ctiswn ^^ AppGeslit^^^iSdift 
Orders Capable of Collecting Utolontvlfctetjci'c Locators (UR(.s))^fai2&fc9 iCrimaul) o£w 
United Slates Attorneys' Wanusd, vrfih reference, at 9*2.400 (Ertpr A$towtei?^fipaiJwi«fele). 
Tbencw policy similarly furs an impact on.od.et titles inieg^'toljj^erutoMtd pt«^^ 
nodTir^tioidkUdtodxilIit^t toNes: Thotvcwacctioo srtr foidls»)r^/<^<JiW.She retjiiiti/nia 


[he retjuirimisnl of 
ofthcCcirttilUi 


Division o6cei|nfa. applications fqrc tJenKCgiaier oedeta. 


9-T.SOO 


S«(iooofdieCruiuaaliDi^ljA(GCn , S) 

aod "f r*p ajiATruce'O rdr^CipuIife «I CoUfcctiiltf OuKorm Semuncc 
Locators (URLs) 

In 2001, .die USA PATRIOT Act(iU.. 107-56) omendedlhe Peftgx^sulr.snd Trtpittid 
Trace Statute (pen/trap.aauite), UTU.SvC. 4 1121 etrerj., to clarify dufeourt* roflyffjl it ■ 
pca/tap orders to coDea die Don-content iijtomalion o vjoewted vrillr ln)£^eommtiai<*iioa>. 
Ode issue.iliat liAS tieon raised )n this regard is whether «. pep register ot&ir duty te ased to .cdllcca 


Bees^nr[kiwii# arid ot^ use 

of pea ce(;i.Mer orders sir llucliifiiiHJ. hsc of pan. registers ioeoUoct alt or part of# URL is 
prohibited wrUtour pmiuintasultalifn udtiiiecipS. Among l^i&ot^.l^ 
in deciding whether to j^^ftwsucfeS poijtegtttcrMe (lltltelnw^jr^^itiiea fitr ife-psa- 
register order, (2) the litigatttin risk irr dTC iitfjlvidual case., (3) h'}w nulai oCaiijtgivea URL would 
be obtained, and (4) the impact of-die ordironitiie Department’s policy goals. • 


•:,*'w»«WISS 
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Consultation with CCiPS can itelp resolve these issuer,, as welt as ensuring dm Hie contemplated 
use of a pentsegister would 1>; eojj$s^iwitli tttoRej^jty Attorney Ge&raTs May 24, 200? 
Metnoraiidum on “Ayoig^ColJe^^ oCContenf iritheOperiittrm of 

Pan Registers and tln^i»TxaeiK©eii<^Bl; ,, ‘ 

TWs policy does IKK apply to applications lot pen register orf^d^ woultf^rely 
authorize collection of Intranet PiOtOMi^^iwidwtnwiy even if such fP addttssses;^s^'h^3adljy 
translated iino UKI^orpoHjofre, qf URLs: SSroffitfly, tfrirpaliey-ii^es ivat ippjy to thecrfllectfon, 
at a web server, oftraciog mC^atronhtdiearingthe source rtf neqdestoto^ewV particular URL 
usingatrap ojuftraceocder. 


wilhoitt first consul ting with the CCIPS of the Criminal Divtsioa. Absent Sm.et^noy 
circumstances, sudh aa^^toyeowiit (wbtnita juenwfand'jm.to COPij : thii;C«n«uqs <a)'thc 
basic facts appit&a^qn wid^etf (cjjd^inve^^riye-iiecd 

tor dit; collodion of UKLs, fcl),aft wiidjraii of theJiygtfioaTislc ajsnciatrrf w^ olRaSimg tbc orck; 


la the context of tteparticubrcase, and (e) any nth^infG«niUimvrclevi«u6jeva]uaUrig,lbe 
propriety ofthe application. . ; jfriian. emergency , such’dn entpluj^rpay*^ CCtTS at 

(262) SI 4-1 026 or, after hours at(202) Si4r5060, and be prepasxxl to deKtityi CtS= above 
information. 




